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Abstract hension [6]. Internet games such as Counter-Strike have

Route instability is widely recognized as a major problefiimilar demands for interactivity, commonly sending pe-
in the Internet. Core routers are barraged with millioi@dic delay-sensitive bursts of packets [8].
of updates daily, leading to massive infrastructural costsln the control plane, a storm of route updates can
and worsened data-plane performance. Route flap darq;merload routers, which leads to increased processing de-
ing provides some protection against instability, butdntr lays, increased route convergence time, and packet loss.
duces pathologies and reduces availability. A study of the Sprint network found that BGP processes
With concerns about the scalability of the routing sy§onsumed the majority of CPU cycles on core routers [1].
tem prompting a renewed interest in stability, we belie®ased on measurements of a Telstra core router, Hus-
it's time for a more principled approach to stabilizing Inton [13] calculated that update processing consumed an
ternet routing. This paper takes a step towards that gB¥¢rage of 30% of a 1.5GHz processor, with peak load
by characterizing the tradeoff between stability and availigher. As the routing table size is increasing faster than
ability. In a large-scale simulation of the BGP protocdyloore’s law, instability translates into increasingly raor
supplied with traces of measured inter-AS adjacency fsXPpensive routers and higher convergence times [15].
ures, we bound the performance of theoretically optimbiese problems led the Internet Architecture Board Work-
strategies and evaluate the performance of several im§eop on Routing and Addressing to recently identify up-
mentable strategies. Motivated by the principle that afite churn as one of the challenges for future scalability
improvements to stability should not come at the pric the routing system [18].
of availability, we argue for an approach which we call The main mechanism for improving stability in BGP
Stable Route SelectigiSRS). Our numerical evaluatioris route flap damping (RFD) [21], an heuristic which fil-
shows that SRS preserves the high availability of BG®r'S routes that have have a short-term update rate above
without flap damping, while obtaining stability similar toSome threshold. However, this seemingly simple approach
BGP with flap damping. Although further evaluation ids fraught with problems. In 2002, Mao et al. [17] demon-
necessary, these results indicate a promising approachtfgted that flap damping creates pathological conditions

safely stabilizing BGP. that slow route convergence. Flap damping also worsens
_ availability—the fraction of time that a router has a route
1 Introduction to a destination—by occasionally shutting aff avail-

A number of studies point to stability as a key proble@pPle routes. The operator community has become aware
for the Border Gateway Protocol (BGP), the interdomafif these problems, with the RIPE Route Working Group
routing protocol which knits the fabric of today’s Interadvising in 2006 that “the application of flap damping
net [9, 14, 25]. Network failures, policy changes, and tt ISP networks is NOT recommended. ... With current
BGP convergence process itself can generate huge n¥gfdor implementations, BGP flap damping is harmful

bers of routing updates, causing problems in both the diethe reachability of prefixes across the Internet.” [20]
and control planes. Other approaches to improve stability have required pro-

In the data plane, it is well known that end-to-end patAcol modifications [5,17] or have addressed narrow cases

quality is degraded by BGP route updates (see [26] afiéch as eliminating persistent oscillations arising from
references therein). According to a recent study, the néspute wheels [10,11] or selecting routes at a multihomed
jority of packet loss bursts are caused by inter-domaifge host [2]. Recently, Li and Huston [16] proposed sev-
route convergence problems such as transient forwa@fl new heuristics as RFD replacements, but their perfor-
ing loops, rather than by congestion [25]. These profance and possible side-effects have not been fully eval-
lems are increasingly important as the Internet is becoHdted.

ing an ubiquitous platform for voice and video applica- With concerns about the scalability of the routing sys-
tions. For example, in the Skype VoIP client—which hd§m prompting a renewed interest in stability [16, 18], we
over 3.5 million simultaneous active users [6]—delays 8glieve it's time for a more principled approach to stabi-
more than 250ms or the loss of more than three conseliging Internet routing. In this paper, we take a step to-
tive packets are enough to interfere with speech comp@rds that goal by exploring the tradeoff between stabil-



ity and availability. First, we give techniques for bounglinpossible improvement for each approach (Section 2.3).
the performance dheoretically optimal strategiesvhich We then give some background about the standard BGP
require knowledge of the future but allow us to constragecision process (Section 2.4) and how we modify it for
which points in the tradeoff space are achievable, for aoyr scheme, SRS (Section 2.5).
given network topology and pattern of failures. We app .
these techniques to a large-scale simulation of the B(LéyF’;L Metrics
protocol in an environment based on Internet measuwe deﬁneavailabi“ty for a particular source-destination
ments. Second, we evaluate the performancenpie- pair as the mean fraction of time that the source has a
mentable strategieis this environment. route to the destination. We will typically study the mean

This characterization of the tradeoff space leads usa¥gilability over all source-destination pairs.
argue for a new approach which we c&@thble Route Se- To measure Stablllty, we us'merruption rate the num-
lection (SRS). SRS is motivated by the principle that arf§er of times the selected path from the local AS to the
improvements to stability should not come at the price 8¢stination changes or is withdrawn entirely (i.e., a tran-
availability. Rather thashutting offunstable routes as inSition to the disconnected state). We do not count recov-
flap damping, SRSrefers more stable paths over les€!y events as an interruption. We use interruption rate
stable paths, when multiple options are available. Intas @ proxy for data plane performance and control plane
itive|y' Compared with an approach which shuts off UI@PU utilization due to its Computational and analytical
stable routes, SRS’s stability will be at least as good #actability.
long as least one stable route is availablg;_ and if a_II patﬂ% Classification of approaches
are unstable, SRS may have worse stability but will have . S . L
better availability. For any particular source-destination pair, the intelinrpt

Our numerical evaluation shows that SRS preserves Eﬁ&el can pe se”en as the p_roduct of the mean Tawf
high availability of BGP without flap damping, while ob- SXternal trigger” events which force a switch in paths,
taining5x better stability—slightly better than BGRth such as link faﬂures or ISP pollpy change_s; and the mean
flap damping. Moreover, the heuristic we propose Com%gmb.er(? of mterruptlons per trigger: t_hat 3, = T c.

To improve stability, we can thus either (ayoid ex-

within 1.6x of the theoretically optimal stability for any | by reduci 2 mifi he |
availability-preserving strategy, even if knowledge of thiernal triggers by re ucing, or (2) mitigate the impact

future is allowed of these events by reducing, i.e., improving the re-

We acknowledge two areas in which further work is r&onvergence process. Within the avoidance approach, two

quired. First, our simulations of the BGP control plane udgpys to avoid external triggers are (1a) preferring paths

a metric for stability which is a proxy for concrete metricg1at fail less often, or (1b) occasionally disconnectirg th

of interest such as router CPU utilization and packet loRgurce from the destination. Presumably, occasionally dis

in the data plane; experimental results on real or softw&r%nne(_:tmght_hﬁ rt}?des Ivvould_lbsldeswtable On:]Y |rr1]|extrertne
routers could measure these quantities directly. Seco gSes I which the only availablé paths are highly unsta-

our dataset has notable deficiencies: for example, we h and avoidir_wg the resulting control_—plane proce;s_ing
only partial knowledge of ISP routing policies, and o ecomes more important than reachability. Our classifica-

characterization of the tradeoff space should be tested SR 'S thus as follows:

a broader range of scenarios to see how our conclusions Improving stability
generalize. However, we believe the above results, based

on one year of data from Route Views [29], indicate a / \
promising approach to safely stabilizing BGP. (1) Avoidance (2) Mitigation

(improve convergence)

The rest of this paper proceeds as follows. Section 2
gives a classification of approaches to stabilizing BGP, /
describes how we bound the performance of theoretically ~ (La) Prefer stable routes ~ (1b) Pick no route
optimal policies in each class, and describes the SRS strat- on rare oceasions

egy. In Section 3, we describe our evaluation environment,AS an example, flap damping's policy—shutting off

and give the numerical results in Section 4. We conclugg,, nstaple routes—combines techniques (1a) and (1b).
in Section 5. When there is a choice between an unstable route and sta-

A . ble routes, if RFD damps the unstable route only, it has the
2 Stabilizing Internet routing effect of preferring the more stable path. Whahavail-
We begin this section with a formalization of our maiable routes are deemed unstable by RFD, it has the effect
metrics, availability and stability (Section 2.1). We nexdf shutting off all routes, thus disconnecting the node.
give a classification of approaches to stabilizing BGP We wish to study each category separately, because
(Section 2.2) and describe how to bound the maximuhey imply different fundamental tradeoffs. In particular



occasionally picking no route reduces availability; prefethe set of routes available at timeln this case the mini-
ring more stable routes implies giving less weight to pathum interruption rate can be obtained bysagle-node
length or other objectives; and improving the convergenaptimal” strategy: stick with the current route as long as

process may not have either tradeoff. it is available, and otherwise pick the routec R, which
) ) o will be continuously available farthest into the futureJ12
2.3 Bounding the optimal policies However, there are two complications stemming from

In this section we outline how we bound the maxihe fact that nodes’ available optionB,) are dependent
mum possible improvement that can be obtained from the other nodes’ selections. First, the future failure time
above approaches to improving stability in BGP. Thesé a route is dependent on future changes in the busi-
procedures assume a given AS-level topology annotatexss class of the route selected by each AS on the path.
with customer/provider/peer business relationships WBer example, if a downstream AS switches from a cus-
tween ISPs, and a pattern of AS adjacency (“link”) faikomer route to a peer route, it will no longer export the
ures. route to other peers or providers. We calculate business
We break down our description into three steps: faclass switch times by running the route selection simu-
toring out convergence; picking optimally stable routelgtion twice, recording the business class switch times on
and optimally trading off availability for stability. We im the first trial, and using them to compute paths’ future fail-
plement these procedures using a modified version of awe times in the second. It can be shown, along the lines
event-based BGP simulator (see Section 3) with appadthe proof of convergence in [10], that the business class
priate pre- and post-processing steps. Due to space camitch times will be identical in both trials.
straints, we only sketch the procedure, and omit formalThe second complication is that even if we know the
proofs of optimality. future failure time of a route, the single-node optimal

Convergence: In order to tractably provide a guaranteBrocedure is not always optimal for the network as a
of optimality, our method requires a simplification of th#hole, since one node’s selections affect others’ options.
environment: we assume that BGP update messages plajact, it is easy to construct examples wherein the opti-
agate instantly and are handled instantly at each routg@l choice at a node has dependencies with nonlocal parts
This Separates time into discrmatches each of which of the network. To deal with this iSSlJe, we allow each
is composed of one or more link state changes follow8@de to independently select its route, thus possibly pick-
by a sequence of route changes until the network cdid a route which was not chosen by the downstream ASs
verges. Thus, at all points in time except during the ilong the path (but which still conforms to the business
stantaneous convergence process, each router has a @lgdionship constraints). This yields a lower bound on the
path to the destination, or no path. (In our simulator, v@Ptimal mean interruption rate.
implement this in such a way that the BGP update megading availability for stability: ~ To produce optimal
sages are processed in the same order that they waqdihts in the availability-stability tradeoff space, we in
have been, had link delays been turned on and subseqtrentuce a parametex which intuitively sets the cost of
topology changes been delayed until after the convergebeing disconnected per unit time. For any fixedwe
process completed.) Although batching alters the convesil find the interruption rate;, and amount of time spent
gence properties of the system, we will observe simildisconnectedd, which minimize the objective function
performance with and without batching in Section 4. fi(i,d) = i + A - d. It is easy to see that the result is an
Batching allows us to easily lower-bound the numbendominated point in the, d) tradeoff space, and we can
of interruptions due to convergence. Given a fixed sgtroduce multiple points on the optimal tradeoff curve by
ting of each router’s converged state before and after ea@nying \. Moreover, sincef is linear, we can optimize
batch, there must be at ledsinterruption for each batch f for each node separately, as follows. From the previ-
in which the route changed or was withdrawn, and at leasts step, we can collect, for each node and each tjme
0 if the path stayed the same. To see how much improvke valid route which will be available farthest into the fu-
ment is possible by optimizing the convergence processie at timet. We then reduce the problem to a shortest
one can compare the this lower bound with the actyzdths computation by constructing a graph whose nodes
number of interruptions observed in the simulation.  represent possible routes or no route, and whose edges
Picking stable routes: We next describe how we selectepresent valid transitions between these states over time
routes to minimize the total number of interruptions expEdges representing an interruption have dosind edges
rienced by all nodes in the network, subject to the standag@Presenting units of downtime have cost.. A shortest
constraints imposed by customer/provider/peer busin@8éh in this graph thus corresponds to a sequence of route
relationships. Consider first a single node minimizing if¢lections which minimizeg,.
owninterruption rate by selecting from among a given se-
guence of available routds,, ..., R,, where eachR; is



2.4 The BGP decision process The “longest uptime” strategy has been used in many

BGP affords a high degree of flexibility through the usePntexts (see [12] and references therein) and performs
of adecision processvhich allows operators to customizavell since past behavior is frequently correlated with fu-
selection to conform to goals such as traffic engineeringtyfe behavior.
economic relationships. The BGP decision process con-
sists of the foIIovx{ing sequence of steps, which selectza Eygluation environment
route based oattributescontained in the BGP route an-
nouncement: (1) Highest local preference (2) Lowest A%ata sets: We infer the inter-domain AS-level topology
path length (3) Lowest origin type (4) Lowest MED (5py culling AS adjacencies from Route Views [29] feeds
eBGP over iBGP-learned (6) Lowest IGP cost (7) Lowand using [22] to characterize links as either provider-
est router ID. The output of each step isetof routes customer or peer-peer. We assume ASes distribute routes
that areequally goodaccording to that and every previaccording to the common-case import and export poli-
ous step. By adding, modifying, or filtering attributes igies as discussed in [22]. To infer the pattern of failures,
update messages, operators can control the specific rovgegrecord the appearances and departures of links from
selected to reach a particular destination. the Route Views feeds. Specifically, we consider a link
In our evaluation, since policies on the Internet are nigt be available at time if some route which uses the
widely disclosed, we will leverage [22] to infer and assiglink is currently advertised to a Route Views peer at time
local preferences associated with business relationalips In this manner, we infer a trace of link state changes
done in [14, 17, 23]. Since our simulator models each A®m Route Views from January 1, 2006, to December 30,
as a single router, we also simplify steps 3-7 of the proceé¥¥6, which we replay against our simulator.
by assigning each AS a (uniform random) identifier, argimulator: To evaluate the performance of various route
selecting the route with the lowest next-hop ID, not unlikselection strategies, we use an event-driven BGP simu-
step 7. These simplifications of the process preserve whabr extended from the simulator used in [7]. The sim-
is, for our purposes, the most salient feature: preferenggstor's events are at the level of link state changes and
in the decision process are not correlated with stability BGP updates. Each AS is represented by a single node
the paths. running a BGP instance, as in some past studies [4, 23].
BGP implementations commonly include an impledur simulator runs a simplified version of the BGP pro-
mentation of Route Flap Damping (RFD). RFD wascol described in RFC 1771 [19], as well as the decision
designed to improve stability by holding down unstgrocess as in [21] and flap damping as in RFC 2439 [24].
ble routes. In particular, the router maintains a numefap damping parameters were set according to Cisco de-
penalty valug p, v associated with every (prefit, neigh- fault settings [17]. Inter-AS packet propagation delay is
bor N) pair. Upon receipt of an advertisement or withselected randomly for each packet, uniformly distributed
drawal, the router increases n. Whenpp n increases petweerb and15 ms.
beyond acut-off thresholdthe route is excluded from con-  In each trial we select a single random destination to
sideration when selecting routes. The penalty decays @hich all nodes route over a random month of our year-
ponentially, and the route is reconsidered for use when|idfg data. Each plot incorporates measurements06f
value falls below aeusethreshold. Commonly used detrials. In each trial, we gather measurements only after
fault settings for these parameters are givenin [17].  the first24 hours of simulated time, to eliminate initial
) convergence effects. Since some data is missing from our
2.5 Stable Route Selection topology causing a minority of nodes to be always discon-
A stable route selection policy uses some of the flexibilityected, when collecting measurements we ignore source-
in route selection to prefer more stable paths, thus targé¢stination pairs whose availability in the Standard BGP
ing approach (1a) in the classification of Section 2.2. gtrategy (without RFD) is< 0.99. (This, however, did not
the design evaluated in this paper, we accomplish this fiybstantially affect our results.)
inserting an additional step in the BGP decision process
that prefers routes which (according to an heuristic) are
less likely to fail soon. Specifically, we will insert SRSJ1 Results
as the second step, thus preserving business relation§ligpire 1 summarizes the main results of our evaluation

policies but trading off path length for stability. in the stability-availability space. The next two sections
The heuristic we insert is as follows: discuss these results, comparing Standard BGP, RFD,
1. Prefer the current route if it is still available. and SRS (Section 4.1), and comparing against the theo-
2. Prefer routes with lowest AS path length. retically optimal policies (Section 4.2). We then discuss

3. Prefer the route with longest uptime, i.e., that ha8RS’s tradeoff with other objectives, in particular path
been advertised for the longest continuous length of tinength (Section 4.3).
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Figure 1: Performance of various strategies in the stgkalailability space, with batching off (a) and on (b).

4.1 Comparison of Std. BGP, RFD, and SRS  ogy change.

We begin by comparing the points in Figure 1(a), where Figure 1(b) also bounds the benefit possible under the
batching is disabled (that is, link delays and MRAI timerf§iree general techniques classified in Section 2.2: improv-
are turned on). Standard BGP maintains a high availabili§@ convergence, preferring stable routes, and accepting
of 99.98%, but suffers from a high rate @&0.8 interrup- SOme downtime. First, comparing the points for Standard
tions per month. Route Flap Damping (RFD) reduces tR&P and SRS with their hypothetical counterparts with
mean rate of interruptions by a factord, but sacrifices Optimal convergence—which transition from the initial to
two “nines” of availability. One might expect the tradeofthe final path in each batch without any path exploration
between these metrics to be fundamental. However, Ri®cess—shows thatin our environment, convergence has
can see that SRS is able to achieve the high availabi@§ly & minor contribution to interruption rate. We stress,
of standard BGP with the low interruption rate of REDh0owever, that it is possible that real-world scenarios woul
Using RFD and SRS in conjunction results in an addiave greater convergence overhead. For example, ISPs
tional 3.1-fold decrease in interruption rate over RFD angfay Withdraw prefixes either intentionally or due to con-
slightly improves availability. This is to be expected,cgin figuration error, triggering long sequences of path hunting
by picking more stable paths, RFD is triggered less oftaMhich are relatively rare in our environment since we only
Figure 2 explores the pattern of interruptions in mofgodel link state changes.
detail with a CCDF over all measured end-to-end paths.Second, the figure shows that SRS performs close to
Standard BGP’s long tail shows what other studies [9ptimal among strategies which prefer more stable paths
have observed: a small number of Internet routes sufféithout sacrificing availability), coming within a factor
from persistent instability. Both SRS and RFD drastically:6 of optimal, or just1.27x if convergence is factored
reduce the size of this tail. SRS is able to achieve rougiiyt- These results indicate that our heuristic does an ef-
the same benefit in the tail as RFD without incurrinfgctive job of predicting the relative stability of paths.
RFD’s reduction in availability. Interestingly, and urgik ~ Finally, the “Optimal” curve in Figure 1(b) demon-
RFD, SRS is able to improve the stability for the uppéfrates limits on how much improvement can be gained by
part of the curve, i.e., for routes that have only modepccasionally disconnecting nodes. This lower bound ad-
ate instability. Finally, when we combine SRS with REDNIts the possibility that stability can be improved to about
we note that the instability of the most unstable routes3dnterruptions per month with small availability loss, but
reduced by almost an order of magnitude, while only iy furtherimprovements come at the cost of significantly

curring the availability reduction of RFD in isolation. ~ more downtime. For example, reachingterruption per
month requires reducing availability frof9.96% to be-

4.2 Comparison with optimal policies low 99.8%, i.e., over4x as much downtime.

Figure 1(b) compares the strategies in the batched envi- ) o

ronment (see Sec. 2.3) wherein we can lower-bound thé Tradeoffs with other objectives

interruption rate of the optimal policies. We see a suBRS requires flexibility in route selection in order to pre-
stantially similar relationship between the strategiethwifer more stable paths. That flexibility is also important to
batching on and off, which suggests that batching is a regtimize other objectives, such as preferring routes based
sonable approximation under which to compare strategies. business relationships (which we have respected in
The main difference is inflated interruption rates, whidhe results presented here), minimizing path length, or
can be explained by the fact that in Fig. 1(a) some lirdther policies. Unfortunately, it is difficult to obtain mea
state changes may be effectively skipped as a result of Islkrements which characterize, for real-world ISP policies
delays and MRAI timers, while in the batched envirorirow much flexibility would be available to SRS after more
ment the system finishes reconverging after every topwhportant objectives are satisfied. However, we can char-



5 Conclusion

In this paper, we have explored the space of techniques for
improving stability in BGP by characterizing the tradeoff
between availability and stability. Our early results indi
cate thatStable Route Selectienpreferring stable paths,

\ ] rather than shutting off unstable paths—is a promising
0.001 S \ strategy for mitigating instability in Internet routing tht

out sacrificing availability.

There are several important areas of future work. We
are currently building and deploying a prototype imple-
i ) _ mentation of SRS based on the Quagga [28] open source
Figure 2: Complementary CDF of interruptions per monfly ey as an way to validate and extend our simulation re-
over all measured source-destination pairs. sults. Additionally, the evaluation we have presented here
could be enhanced greatly by a quantitative characteriza-
tion of how much flexibility could be available to SRS un-

0.0001

Fraction of source-destination pairs

10 100 1000 10000
Interruptions per month

12
g 1 - - - - - - der real-world ISP policies. Finally, it may be interesting
g o8r 1 to apply SRS to stabilize intra-domain routing, perhaps by
g 06 7 adjusting link weights to reflect historical stability.
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